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1. Caesar cipher

To encrypt an English letter message using the Caesar cipher,

• each letter in the English alphabet is shifted to the left as many spots as indicated by a given

shifting encryption key k ∈ {0, 1, . . . , 25}; the alphabet obtained by shifting the letters k spots

to the left is called the Caesar alphabet with shifting encryption key k

• using the above alphabet,

each plaintext letter in position ℓ is replaced with the ciphertext letter in position ℓ+ k.

To decrypt an English letter message encrypted using the Caesar cipher with shifting encryption key k,

• each ciphertext letter is shifted to the right as many spots as indicated by the shifting encryption

key k, i.e.

each ciphertext letter in position L is replaced with the plaintext letter in position L − k.

The integer −k is called the shifting decryption key of the Caesar cipher with shifting encryption key

k.

Below are some conversions of English plaintext into English ciphertext using the Caesar cipher with

various encryption keys.

Encryption key k = 0

plaintext a b c d e f g h i j k l m n o p q r s t u v w x y z

ciphertext A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

Encryption key k = 5

plaintext a b c d e f g h i j k l m n o p q r s t u v w x y z

ciphertext F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

Encryption key k = 15

plaintext a b c d e f g h i j k l m n o p q r s t u v w x y z

ciphertext P Q R S T U V W X Y Z A B C D E F G H I J K L M N O



Examples of encryption and decryption using the Caesar cipher

• Encrypt the message

c a e s a r

using the Caesar cipher with encryption key k = 5.

Solution.

↓ shift each plaintext letter 5 spots to the left plaintext c a e s a r

ciphertext H F J X F W

• Decrypt the message

H N U M J W

encrypted using the Caesar cipher with encryption key k = 5.

Solution.

Since the encryption key is k = 5, the decryption key is −k = −5.

plaintext c i p h e r

↑ shift each ciphertext letter 5 spots to the right ciphertext H N U M J W



Indiciu 1 – Cifrul lui Caesar

LX NFWZLCPL DXLCLWOFWFT

Solution. k =

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

English alphabet A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

shifted
English alphabet

plaintext

ciphertext L X N F W Z L C P L D X L C L W O F W F T



Indiciu 2 – Cifrul lui Caesar

JMTAFMD S AEHJMEMLSL FMSFLS EWS

Solution. k =

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

English alphabet A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

shifted
English alphabet

plaintext

ciphertext J M T A F M D S A E H J M E M L S L F M S F L S E W S



2. Additive cipher

To encrypt an English letter message using the additive cipher,

• the letters in the English alphabet are replaced with the sequence of integers from 0 to 25, forming

a residue-letter alphabet; the integers in the residue alphabet are called residue-letters and

are written with a hat on top to indicate that they refer to residues modulo 26

• each residue-letter in the residue-letter alphabet is shifted to the left as many spots as indicated

by a given additive encryption key ka ∈ {0, 1, . . . , 25}; the residue-letter alphabet obtained by

shifting the residue-letters ka spots to the left is called the additive residue-letter alphabet

with additive encryption key ka

• using the above alphabet,

each plaintext residue-letter n̂ is replaced with the ciphertext residue-letter n̂+ ka.

To decrypt an English letter message encrypted using the additive cipher with encryption key ka,

• the residue class modulo 26 of the additive encryption key ka is subtracted from each ciphertext

residue-letter, i.e.

each ciphertext residue-letter N̂ is replaced with the plaintext residue-letter N̂− ka

• the resulting plaintext residue-letters are converted into English letters.

The representative −ka ∈ {0,−1, . . . ,−25} is called the additive decryption key of the additive cipher

with additive encryption key ka.

Below is the English alphabet – residue-letter alphabet dictionary.

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

residue-letter alphabet 0̂ 1̂ 2̂ 3̂ 4̂ 5̂ 6̂ 7̂ 8̂ 9̂ 1̂0 1̂1 1̂2 1̂3 1̂4 1̂5 1̂6 1̂7 1̂8 1̂9 2̂0 2̂1 2̂2 2̂3 2̂4 2̂5

Below is a conversion of English plaintext into residue-letter ciphertext using the additive cipher with

encryption key 5.

Encryption key ka = 5

plaintext a b c d e f g h i j k l m n o p q r s t u v w x y z

ciphertext 5̂ 6̂ 7̂ 8̂ 9̂ 1̂0 1̂1 1̂2 1̂3 1̂4 1̂5 1̂6 1̂7 1̂8 1̂9 2̂0 2̂1 2̂2 2̂3 2̂4 2̂5 0̂ 1̂ 2̂ 3̂ 4̂



Examples of encryption and decryption using the additive cipher

• Encrypt the message

a d d i t i v e

using the additive cipher with encryption key ka = 5.

Solution.

↓ convert each letter into a residue-letter plaintext a d d i t i v e

↓ add 5̂ to each residue-letter plaintext
in residue-letters 0̂ 3̂ 3̂ 8̂ 1̂9 8̂ 2̂1 4̂

ciphertext
in residue-letters 5̂ 8̂ 8̂ 1̂3 2̂4 1̂3 0̂ 9̂

• Decrypt the message

7̂ 1̂3 2̂0 1̂2 9̂ 2̂2

encrypted using the additive cipher with encryption key ka = 5.

Solution.

Since the encryption key is ka = 5, the decryption key is −ka = −5.

plaintext c i p h e r

↑ convert each residue-letter into a letter plaintext
in residue-letters 2̂ 8̂ 1̂5 7̂ 4̂ 1̂7

↑ subtract 5̂ from each residue-letter ciphertext
in residue-letters 7̂ 1̂3 2̂0 1̂2 9̂ 2̂2



Indiciu 3 – Cifrul Aditiv

21 20 25 14 01 10 09 10 06 06 08 10 06 24 25 06 25 10 19 25 06 14 19 24 06 11 14 23

Solution. ka =

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

residue-letter alphabet 0̂ 1̂ 2̂ 3̂ 4̂ 5̂ 6̂ 7̂ 8̂ 9̂ 1̂0 1̂1 1̂2 1̂3 1̂4 1̂5 1̂6 1̂7 1̂8 1̂9 2̂0 2̂1 2̂2 2̂3 2̂4 2̂5

additive
residue-letter alphabet

plaintext

plaintext
in residue-letters

ciphertext
in residue-letters 2̂1 2̂0 2̂5 1̂4 1̂ 1̂0 9̂ 1̂0 6̂ 6̂ 8̂ 1̂0 6̂ 2̂4 2̂5 6̂ 1̂4 1̂9 2̂4 6̂ 1̂1 1̂4 2̂3



Indiciu 4 – Cifrul Aditiv

14 07 24 19 13 04 21 21 16 17 13 07 04 21 25 21 05 17 13 25 13 00 13

Solution. ka =

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

residue-letter alphabet 0̂ 1̂ 2̂ 3̂ 4̂ 5̂ 6̂ 7̂ 8̂ 9̂ 1̂0 1̂1 1̂2 1̂3 1̂4 1̂5 1̂6 1̂7 1̂8 1̂9 2̂0 2̂1 2̂2 2̂3 2̂4 2̂5

additive
residue-letter alphabet

plaintext

plaintext
in residue-letters

ciphertext
in residue-letters 1̂4 7̂ 2̂4 1̂9 1̂3 4̂ 2̂1 2̂1 1̂6 1̂7 1̂3 7̂ 4̂ 2̂1 2̂5 2̂1 5̂ 1̂7 1̂3 2̂5 1̂3 0̂ 1̂3



3. Multiplicative cipher

To encrypt an English letter message using the multiplicative cipher,

• the letters in the English alphabet are replaced with the sequence of integers from 0 to 25, forming

a residue-letter alphabet; the integers in the residue-letter alphabet are called residue-letters

and are written with a hat on top to indicate that they refer to residues modulo 26

• each residue-letter in the residue-letter alphabet is replaced with the the residue modulo 26 of the

product between the residue-letter and a givenmultiplicative encryption key km ∈ {0, 1, . . . , 25};

the residue-letter alphabet obtained by multiplying the residue-letters by km is called the multi-

plicative residue-letter alphabet with multiplicative encryption key km

• using the above alphabet,

each plaintext residue-letter n̂ is replaced with the ciphertext residue-letter n̂km.

To decrypt an English letter message encrypted using the multiplicative cipher with encryption key km,

• each ciphertext residue-letter is multiplied by the multiplicative inverse modulo 26 of the multi-

plicative encryption key km, i.e.

each ciphertext residue-letter N̂ is replaced with the plaintext residue-letter k̂−1
m N

• the resulting plaintext residue-letters are converted into English letters.

The representative in {0, 1, . . . , 25} of k̂m
−1

is called the multiplicative decryption key of the multi-

plicative cipher with multiplicative encryption key km.

Warning: the encryption multiplicative key km must be chosen so that its multiplicative inverse modulo

26 exists.

Below is the English alphabet – residue-letter alphabet dictionary.

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

residue-letter alphabet 0̂ 1̂ 2̂ 3̂ 4̂ 5̂ 6̂ 7̂ 8̂ 9̂ 1̂0 1̂1 1̂2 1̂3 1̂4 1̂5 1̂6 1̂7 1̂8 1̂9 2̂0 2̂1 2̂2 2̂3 2̂4 2̂5

Below is a conversion of English plaintext into residue-letter ciphertext using the multiplicative cipher

with encryption key 5.

Encryption key km = 5

plaintext a b c d e f g h i j k l m n o p q r s t u v w x y z

ciphertext 0̂ 5̂ 1̂0 1̂5 2̂0 2̂5 4̂ 9̂ 1̂4 1̂9 2̂4 3̂ 8̂ 1̂3 1̂8 2̂3 2̂ 7̂ 1̂2 1̂7 2̂2 1̂ 6̂ 1̂1 1̂6 2̂1



Examples of encryption and decryption using the multiplicative cipher

• Encrypt the message

m u l t i p l i c a t i v e

using the multiplicative cipher with encryption key km = 5.

Solution.

↓ convert each letter into a residue-letter plaintext m u l t i p l i c a t i v e

↓ multiply each plaintext residue-letter by 5̂ plaintext
in residue-letters 1̂2 2̂0 1̂1 1̂9 8̂ 1̂5 1̂1 8̂ 2̂ 0̂ 1̂9 8̂ 2̂1 4̂

ciphertext
in residue-letters 8̂ 2̂2 3̂ 1̂7 1̂4 2̂3 3̂ 1̂4 1̂0 0̂ 1̂7 1̂4 1̂ 2̂0

• Decrypt the message

1̂0 1̂4 2̂3 9̂ 2̂0 7̂

encrypted using the multiplicative cipher with encryption key km = 5.

Solution.

Since the encryption key is km = 5 and gcd(26, km) = gcd(26, 5) = 1, the decryption key exists and

is the representative in {0, 1, . . . , 25} of k̂m
−1

. We will show after this example that 5̂−1 = 2̂1. Thus the

decryption key is 21.

plaintext c i p h e r

↑ convert each residue-letter into a letter plaintext
in residue-letters 2̂ 8̂ 1̂5 7̂ 4̂ 1̂7

↑ multiply each ciphertext residue-letter by 5̂−1 = 2̂1 ciphertext
in residue-letters 1̂0 1̂4 2̂3 9̂ 2̂0 7̂



• Use the euclidean algorithm to find 5̂−1.

Solution.

We use the notation km = 5.

Step 1: Use the euclidean algorithm to show that gcd(26, km) = 1.

26 = 5 · 5 + 1,

5 = 1 · 5 + 0 STOP.

Step 2: Rewrite all, but the last, equations of Step 1 as linear representations of the corresponding

non-zero remainders.

1 = 26 + 5 · (−5).

Step 3: Using the equations of Step 2 in reversed order, write 1 = 26 · integer + km · integer.

For km = 5, this was already achieved in Step 2:

1 = 26 · 1 + 5 · (−5).

Step 4: Reduce modulo 26 the equation 1 = 26 · integer + km · integer obtained in Step 3.

1 ≡ 5 · (−5)(mod 26).

Step 5: Use Step 4 to derive the inverse of km modulo 26.

5̂−1 = −̂5 = 2̂6− 5 = 2̂1.



Indicui 5 – Cifrul Multiplicativ

00 10 12 05 24 02 05 08 07 25 00 09 24 00 23 00 00 06 12 00 02 05 00 13 08 00 13 05 00

Solution. km =

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

residue-letter alphabet 0̂ 1̂ 2̂ 3̂ 4̂ 5̂ 6̂ 7̂ 8̂ 9̂ 1̂0 1̂1 1̂2 1̂3 1̂4 1̂5 1̂6 1̂7 1̂8 1̂9 2̂0 2̂1 2̂2 2̂3 2̂4 2̂5

multiplicative
residue-letter alphabet

plaintext

plaintext
in residue-letters

ciphertext
in residue-letters 0̂ 1̂0 1̂2 5̂ 2̂4 2̂ 5̂ 8̂ 7̂ 2̂5 0̂ 9̂ 2̂4 0̂ 2̂3 0̂ 0̂ 6̂ 1̂2 0̂ 2̂ 5̂ 0̂ 1̂3 8̂ 0̂ 1̂3 5̂ 0̂



4. RSA cipher

To encrypt an English letter message using the RSA cipher1,

• the letters in the English alphabet are replaced with the sequence of two-digit numbers {00, 01, . . . , 25},

forming a two-digit letter alphabet (note that this conversion is a variation of the one used in

the Caesar, additive, multiplicative, and affine ciphers)

• the plaintext is converted into one single base ten number n, called plaintext number, by replacing

each English letter in the plaintext with its corresponding double-digit number

• two distinct prime numbers p1 and p2 which do not divide n are chosen and multiplied together to

produce a composite integer m := p1p2; the primes p1, p2 and the integer ϕ(m) := (p1 − 1)(p2 − 1)

are kept secret

• a positive integer e is chosen such that gcd(e, (p1 − 1)(p2 − 1)) = 1

• the pair of integers (e, m) is made public and is called the public encryption key;

• the plaintext number n is replaced with the representative between 0 and m− 1 of the residue class

of ne modulo m, called the ciphertext number, i.e.

the plaintext number n is replaced with the ciphertext number N ∈ {0, 1, . . . ,m− 1}, where N ≡ ne(modm).

The ciphertext obtained this way is said to have been encrypted using

the RSA cipher with public encryption key (e,m).

To decrypt an English letter message encrypted as the ciphertext number N using the RSA cipher with

public encryption key (e,m),

• a positive integer d such that de ≡ 1(modϕ(m)) must be found; the integer d is called the private

decryption key of the RSA cipher with public encryption key (e,m)

• the plaintext number n is obtained by raising the ciphertext number N to d and reducing the result

modulo m, i.e.

the ciphertext number N is replaced with the representative n in {0, 1, . . . ,m− 1} of Nd(modm)

• the plaintext number n is separated into two-digit letters, starting from the end and adding digit

0 at the beginning, if necessary

• the resulting two-digit letters are converted into English letters.

Below is the English alphabet – two-digit letter alphabet dictionary.

English alphabet a b c d e f g h i j k l m n o p q r s t u v w x y z

two-digit alphabet 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

1The RSA cipher was invented by Ronald Rivest, Adi Shamir, and Leonard Adleman in 1977 and bears the initials of their

last names. It was the first example of a feasible public key cryptosystem – an encryption system for which, in practice, it is

difficult to derive the decryption key from the encryption key.



Examples of encryption and decryption using the RSA cipher

• Encrypt the message

r s a

using the RSA cipher with public encryption key (e = 7,m = 27452160653).

Solution.

↓ convert each letter into a double-digit letter plaintext r|s|a

↓ concatenate the double-digit letters into one number plaintext
in two-digit alphabet 17|18|00

↓ raise the plaintext number to exponent e = 7 and
reduce the result modulo m = 27451829280 plaintext number 171800

ciphertext number 22462001934

• Decrypt the message

3795306647

encrypted using the RSA cipher with public encryption key (e = 7,m = 27452160653) and private decryption

key d = 23530139383. Since d is large, it is not computationally feasible to actually compute 3795306647d

and then reduce modulo m; instead, start with the binary representation of d as

d = 234+232+230+229+228+227+225+223+216+214+213+211+210+29+27+26+25+24+22+2+1,

compute the powers

37953066472
34

(modm), 37953066472
32

(modm), 37953066472
30

(modm), . . .

by successive squaring modulo m and then multiply them together modulo m, reducing modulo m after every

multiplication.

Solution.

plaintext c|i|p|h|e|r

↑ convert each double-digit letter into an English letter plaintext
in two-digit alphabet 02|08|15|07|04|17

↑ separate the plaintext number into two-digit letters, starting from the end,
and add digit 0 at the beginning, if necessary plaintext number 20815070417

↑ raise the ciphertext number to exponent d = 23530139383 and
reduce the result modulo m = 27452160653 ciphertext number 3795306647



This clue is for you to decrypt later.

To decrypt it, you will need the aid of a computer.

Do NOT decrypt it at this time.

Instead, go to claim your prize!

Team 1 – RSA cipher

RSA with public key of (e,m), where

e := 3,

m := 8711143910612237313520468156857012483904207388469490503084120379308356266722163670127207360970693.

The ciphertext is:

2519752341180541754270867435422117612648759129938043671843966915747164196155090415790765078822788

To decrypt it, the following number is useful:

Hint = 5704445741992448608977362365536621411058190102453181707821068829485252913330365899686246489032465.

You may want to compute Hint2(modm).

Some useful online resources:

To check the primality of a number (even a pretty large one): https://www.numberempire.com/primenumbers.php

For computing sums or products of large numbers to large moduli: https://sagecell.sagemath.org/

In order to decrypt the above ciphertext, you may need to do some computer programming. . .

Send the solution to bogdan.felix.jones@gmail.com

(Bogdan Jones)



- Department of Mathematics, Statistics and Computer Science, University of Illinois at Chicago, 851 S

Morgan St, 322 SEO, Chicago, 60607, IL, USA

- Institute of Mathematics “Simion Stoilow” of the Romanian Academy, 21 Calea Grivitei St, Bucharest,

010702, Sector 1, Romania
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